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PROFESSIONAL EXPERIENCE

Citigroup

Senior Internet Security Analyst; Officer and AVP (1999 – present)

· Lead technology position for Incident Detection/Vulnerability Assessment Group.
· Group was assessed by Cisco consultants, deemed “World Class” and compared to MSSPs.
· Developed most practices and procedures for NIDS and VA.
· Wrote the first procedure control manual for the operation; contributed heavily to successive editions. 
· Lead participant during internal audits, interfacing heavily with auditors.
· Developed and taught many different training courses for NIDS and VA.

· Interviewed candidates and actively participated in selecting new hires.

Technology Experience and Responsibilities

Network Intrusion Detection Systems (NIDS)

· Defined analysis techniques and implemented across global networks.

· Wrote and deployed custom signatures in rapid response to high-priority vulnerabilities and exploits.

· Wrote and implemented NIDS tuning policies.

· Lead participant in evaluating and selecting vendor products, defined a large number of required features.

· Defined multiple innovative signature classification schemes that the product vendor sought to adopt.

· Designed and built NIDS tiered architecture for global deployment.

· Defined secure UNIX builds and standardized sensor installations.

· Designed network placement and actively deployed many sensors worldwide.

· Defined extensive regression testing procedures for new NIDS product versions and executed those tests.

· Planned, coordinated, and actively participated in worldwide upgrades of NIDS application.

· Major participant in designing an extensive relational database and data warehouse for NIDS back-end.

· Wrote scripts to process and upload native NIDS binary data storage into a data warehouse in near real-time.

· Wrote custom Perl scripts to proactively aid in analysis of excessively large volumes of NIDS data.

· Experience supporting Dragon, Snort, and ISS RealSecure.

Vulnerability Assessment (VA)

· Developed procedures, performed network scans, analyzed results, discussed findings with internal customers.

· Wrote probes for Nessus and created custom policies for Internet Scanner.

· Wrote a scheduling program for the queuing, retrieval, and processing of port scans as submitted by multiple users to multiple remote scanners.  Later created a web-based front end to accept manual loading of scan results into the database.

· Experience in supporting Nessus, Nmap, ISS Internet Scanner.

Programming and Scripting

· Perl:  Wrote numerous scripts for data processing, some with GUI interfaces for data management.

· Python:  Wrote multi-threaded, client/server GUI SOC console for real-time alert distribution and handling. 

· Also experienced with Korn, J-Python, Python-Tk, Python-GTK, C‑shell, SQL, HTML, XML.

Additional Software Experience

· Databases: Sybase IQ, Sybase ASE, Sybase PowerDesigner, MSSQL, PostGreSQL, Oracle 9i.

· Operating Systems: Sparc Solaris, Gentoo, Debian, FreeBSD, RedHat, Slackware, WinNT 4.0, Win2K.

CAREER AND PERSONAL DEVELOPMENT

Keeping current with IT security issues

· Currently starting the second 3-year cycle for CISSP certification, have already achieved over 90 new CPEs.

· Selected by SANS to be a Mentor – taught an 11-class CISSP course, slated to do Hacker Techniques.

· Attended SANSfire 2003 in Washington DC - Track 4: Hacker Techniques, Exploits & Incident Handling.

· Attained GCIH certification (see Publications, acquired in 2004).

· Attained CISSP certification (first acquired in 2002).

· Contributor to the Nessus database project.

· Tracking security email list-serves (Full Disclosure, Bugtraq, Incidents, Vuln-dev, Pen-Test, etc).

· Monitoring many security websites (SecurityFocus, BleedingSnort, PacketStorm, Milw0rm, etc).

Building technology and security skill sets during personal time

· Constantly building and improving upon personal computer network and systems.
· Ever experimenting with new software, particularly network-based services and security tools.
· Implemented multiple Internet-facing FreeBSD and Linux firewalls, as well as VPN solutions.

· Ran a honey-pot on personal systems over a home cable modem connection – caught one break-in.
Hobbies

· Amateur radio operator – recently acquired license from the FCC (call sign KB3NKH)

· Amateur photographer – have dabbled with SLR cameras for 10 years

· Amateur pianist – have been learning and playing since the mid-1980s.

PRIOR EXPERIENCE

	University of Delaware
	Research and Teaching Assistant  (June 1997 - May 1999)

· Research:  Computational study of the cycloaddition of butadiene to disilene.

· Taught Honors Quantitative Chemistry and Physical Chemistry Labs.

· Ported a quantum chemistry program from FORTRAN to C, added functionality.

· Wrote a 3D molecular visualization applet to view reactions and rotate the models.



	West Chester University
	Research and Laboratory Assistant  (Fall 1993 – May 1997)

· Research: Experimental study into heterogeneous catalysis (see Publications).

· Wrote an NMR visualization program that was used by a Chemistry Lab.


PUBLICATIONS

· A Study of the o_wks.c Exploit for MS03-049 

· Barth, R; Falcone, J. S., Jr.; Vorce, S. McLennan, J. Outland, B. and Arnoth, E.. "Cobalt Silica Interaction and the Dehydrogenation of 2-Propanol", Catal. Commun. 2002, 3, 135-139. 

ACADEMIC BACKGROUND

	University of 

Delaware
	M.A. in Physical Chemistry  (May 1999)

· Pursued research in computational chemistry, lab TA for four semesters.



	West Chester University
	B.S. in Chemistry  Minor in History  (May 1997)

· Early admittance.
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